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Job Profile
Job Title: Senior Infrastructure Engineer
Directorate:  Information Services (IS)
Reports To: Infrastructure Manager
Matrix Reporting To: None
Disclosure Check Level: None
Date created/last reviewed: 21 Aug 2019 / 05 Dec 2025 
Overall Role Purpose
The Senior Infrastructure Engineer helps people with sight loss to live the life they choose by working to ensure that Guide Dogs’ IS infrastructure is fit-for-purpose and meets (evolving) customer expectations and business needs both in how it operates on a day-to-day basis and how it is developed over time.
Key Responsibilities
· Provides technical leadership to ensure the Guide dogs IT infrastructure is operationally fit for purpose, meets customer requirements and stated service level agreements by identifying and deploying diagnostic tools and processes for troubleshooting and performance analysis and proactive management. 
· Contributes to the planning, installation, maintenance and acceptance of new or updated infrastructure components and infrastructure-based services aligned to service requirements, security and other required compliance frameworks. Configures tools and/or creates scripts to automate the provisioning, testing and deployment of new and changed infrastructure.
· Ensures operational procedures and documentation are current and effective, tracks and addresses operational issues and reports across IT stakeholder’s risks, issues and themes to continually improve the planning, maintenance and delivery of effective infrastructure.
· Contributes to and deploys configuration management strategies, policies, standards and guidelines. Champions the importance and value of configuration management and develops new methods and organisational capabilities (including automation) for configuration management.
· Provide support to technical project work streams teams to understand business and technical requirements, research, evaluate, select, acquire and/or develop, install and configure systems hardware and software, to meet the evolving needs of Guide Dogs. 
· Communicate with 3rd party suppliers, I.S. teams and the Business.
· Assist in the deployment of security infrastructure and measures to ensure compliance with IT security governance frameworks and risk posture. 
· Install configure and maintain core Guide Dogs systems, software and hardware.
Breadth/Scope of Accountability
People Accountability
Number of Direct Reports: None
Number of Indirect Reports: None
Number of Volunteers Supervised: None 
Financial Accountability
[bookmark: _Hlk34230889]Annual Income Accountability: None 
Assets Managed: None
Budget Accountability: None 
Application of this Job Profile
All employees are required to carry out other such duties as may reasonably be required to fulfil their role and support functional and organisational objectives. 
All employees must also: 
· Comply with all organisational policies
· Promote the vision and values of the organisation 
· Engage in continuous personal development
This job profile is accurate as at the date shown above. It does not form part of contractual terms and may be varied to reflect or anticipate changes to the role. 
Working at Guide Dogs
As well as other services to enhance the lives of people who are blind and partially sighted, we breed and train guide dogs. Staff and volunteers in all our locations support this work. Therefore, all employees must be comfortable working in environments where dogs may be present. 
Guide Dogs is a volunteer-involving organisation and as such all staff are required to support volunteers in their roles. This may or may not mean the direct supervision of volunteers but will require all staff to play a supporting role. From time to time you may be asked to support / volunteer your time at Guide Dogs events that take place outside of normal working hours. All employees will be expected to advocate for Guide Dogs at all times and be a fundraiser.
Guide Dogs is committed to safeguarding and promoting the welfare of all children, young people and vulnerable adults with whom we work. We expect all of our employees and volunteers to demonstrate this commitment.
Guide Dogs will require proof of identity and the right to work in the UK.
Person Specification
Education/Qualifications
Essential
· Degree in an I.T. related field or relevant experience (QCF level 6 / SQCF levels 9-10). 
· CCNA or equivalent experience. 
· ITIL practitioner or equivalent experience. 
Desirable
· PRINCE2 project management methods. 
· CCIE. 
· Microsoft role based Associate certifications
Job-Related Experience
Essential
Proven troubleshooting and project implementation skills within the following areas:
· Microsoft Technologies: Active Directory, Azure, Entra, Microsoft 365, PowerShell scripting, Server 2016 – 2025.
· Networking Technologies: Firewalls, Routing, Switching, VLANS, VPN, WAN, Wireless.
· Managing small-scale infrastructure initiatives and leading infrastructure work streams within large-scale business-focussed projects.
Desirable
Proven troubleshooting and project implementation skills within the following areas:
· Microsoft Technologies: Exchange 2019+, Group Policy, Hyper-V, InTune, Public Key Infrastructure (PKI).
· Networking Technologies: DHCP, DNS, Palo Alto, Wired and Wireless network authentication platforms.
· Storage Technologies: HP 3par, Pure.
· Backup & Disaster Recovery Technologies: Veeam
· Security: Mimecast
· Monitoring Tools: SolarWinds
· Scripting: Bicep, Terraform
· Other: JAMF, Linux OS, Password Management tools, Patch Management tools, Print Server solutions.
Knowledge
Essential
· Knowledge of security: VPN, Firewall, Anti-spam, MS Server 2012/2008 and Infrastructure monitoring tools.
Skills and Competencies
Essential
· Ability to meet conflicting demands.
· Skilled in producing technical documentation.
· Ability to explain complex technical subjects to non-technical people.
· Decision making - Uses judgment and substantial discretion in identifying and responding to complex issues and assignments related to projects and team objectives. Escalates when scope is impacted.
· Planning - Plans, schedules and monitors work to meet given personal and/or team objectives and processes, demonstrating an analytical approach to meet time and quality targets.
· Problem solving - Investigates the cause and impact, evaluates options and resolves a broad range of complex issues.
· Communicates with both technical and non-technical audiences including team and stakeholders inside and outside the organisation.
Behaviours
[bookmark: _Hlk34230944]Our behaviours capture the essence of what it is to be Guide Dogs people, whether staff or volunteer. They describe the experience we expect everyone – the people we support, donors, partners, our volunteers and staff – to have while working with us. Guide Dogs people are: 
· Person-centred - We are a group of people working to help each person affected by sight loss. We listen, and recognise that every individual is different in where they’ve come from and where they’re going. We are open, empathetic and inclusive. We place the person at the centre of every decision.
· Expert - We are specialists in what we do. We are committed to excellence and will never stop innovating. We respect our history, but seek out ways to adapt and improve, and are always willing to learn.
· Optimistic - We are relentless in our belief that people with vision impairment can lead the life they choose. We are passionate about helping each person, committed to challenging barriers, and proud of who we are and what we achieve.
So, we: -
· Partner - We only change lives when we collaborate. We build valued relationships with donors. We work together with our service users and colleagues, volunteers and partners – and our dogs, of course – to deliver great outcomes. We support and develop each other.
· Lead-by-example - We can all be a guide. We take the lead and then hand it over, empowering people to make progress independently. We gain trust by having faith in others, and influence by example. We do what we say we will.
· Engage - We cannot change lives if we look on from the side-lines. We get involved, take ownership, and feel responsible for all we do, think and say. We celebrate wins big and small, and we hold ourselves and each other to account.

We use competency-based questioning within our recruitment processes to assess the extent to which candidates demonstrate these behaviours – in ways appropriate to this role – in how they are at work and generally as people.
Safeguarding
If the role does or may involve working with children, young people or vulnerable adults, or supervising those that do, we’ll also be assessing ‘safeguarding competencies’ as part of the process. These are: 
· Appropriate motivation to work with vulnerable groups;
· Emotional awareness;
· Working within professional boundaries and self-awareness; and
· Ability to safeguard and promote the welfare of children, young people and adults and protect from harm.
Mobility
A flexible approach with a willingness to work outside of core hours and away from home when required.
Job Group (internal use only)
This role has been evaluated as a Lead Professional, please follow this link to view the salary band.
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