[image: ]

Job Profile
Job Title: Data Quality & Protocols Officer
Directorate: Information Services (IS)
Reports To: Head of Data, Strategy and Standards
Matrix Reporting To: None
Disclosure Check Level: None 
Date created/last reviewed: October 2025
Purpose of the Role (Overview)

The Data Quality & Protocols Officer is responsible for ensuring that the organisation’s data assets are accurate, consistent, and fit for purpose; implementing and maintaining data protocols, standards, and governance practices; and supporting data-informed decision-making across teams. This role serves as a bridge between technical and non-technical stakeholders to embed strong data quality culture, enforce protocols, and support compliance (e.g. GDPR) in alignment with the organisation’s mission.

Key Responsibilities & Duties
Data Quality Management & Oversight
· Define, implement, and maintain data quality rules, validations, and checks (e.g. completeness, consistency, accuracy, uniqueness, timeliness).
· Monitor data quality metrics / KPIs across key datasets / systems, generate regular dashboards/reports, and highlight issues or trends.
· Perform data cleansing, deduplication, validation, and correction routines.
· Investigate root causes of data quality problems and work with system owners and process owners to resolve underlying issues.
· Audit datasets periodically to ensure compliance with data standards and detect anomalies.
· Promote "data quality at source" practices by embedding validations at point-of-entry (e.g. forms, CRM, intake processes).


Data Protocols, Standards & Documentation
· Develop and document data protocols, standards, and policies (naming conventions, data definitions, metadata, data lifecycle, access rules).
· Maintain and govern the data dictionary, data glossaries, and metadata catalogues.
· Ensure consistent use and interpretation of field definitions, code lists, default values, and formats across systems.
· Update data retention and archival protocols, data versioning, and record deletion standards.
· Ensure that new data systems or changes to existing systems comply with established protocols.


Data Governance & Compliance
· Assist in embedding data governance practices, roles and accountability (e.g. data stewards, owners) within teams.
· Support compliance with data protection regulations (e.g. UK GDPR, Data Protection Act 2018), ensuring that protocols and data handling practices adhere to legal requirements.
· Support Data Protection Impact Assessments (DPIAs), privacy by design reviews, and risk assessments for data projects.
· Work with the legal, IT, security and compliance teams to ensure protocols align with information security, privacy and data sharing agreements.
· Support audits, both internal and external, around data / data processing / security.

Stakeholder Engagement, Training & Culture
· Act as a point of contact and advisor for staff on data quality and protocol issues, queries or escalations.
· Develop training, guidance materials, and documentation (e.g. user guides, standard operating procedures) to build data literacy among users and stakeholders.
· Facilitate workshops or sessions with teams to understand their data needs, ensure adherence to protocols, and gain input into evolving standards.
· Engage with cross-functional teams so that data requirements and constraints are understood upstream in projects or system changes.

Reporting, Insight & Support
· Extract, transform, and present data (via dashboards, reports, visualisations) for internal and external stakeholders, ensuring the underlying data meets quality standards.
· Collaborate with the Monitoring & Evaluation, Programmes, Fundraising, Finance, and other teams to support their reporting needs, ensuring consistency in metrics and definitions.
· Support funder or regulatory reporting by ensuring data submitted is accurate, documented, validated, and auditable.
· Provide ad-hoc analysis, data sampling, profiling and validation as requested.


System Improvements, Integration & Change Management
· Work with IT/data teams, developers, and vendors to ensure system changes, upgrades or integration projects preserve or enhance data quality and protocol compliance.
· Support data migrations, database merges, system decommissions, ensuring proper mapping, validation and reconciliation.
· Participate in user acceptance testing (UAT) phases of system development to validate compliance with protocols.
· Recommend enhancements, tools or automation (e.g. validation rules, quality engines, scripts) to improve efficiency and reduce manual effort.




Risk Management & Escalation
· Identify data-related risks (e.g. data loss, inconsistent data, unauthorized access) and propose mitigation strategies.
· Maintain logs of data quality incidents, track corrective actions, and report on trends / progress to leadership.
· Escalate significant data issues to senior management or data governance committees where required.

Person Specification / Requirements
Education / Qualifications (or Equivalent)

Essential

· Bachelor’s degree (or equivalent experience) in Computer Science, Information Systems, Data Science, Statistics, or another quantitative / technical discipline.
· Experience / certification in data quality, data governance or analytics (e.g. CDMP, DAMA, data governance training) is highly desirable.
· Certifications or coursework in data / database technologies (e.g. SQL, Python, R, or data visualisation) are a plus.

Experience & Technical Skills

Essential
· Experience in designing, implementing, and applying data quality methods (rule-based validation, data profiling, cleansing) in a medium/large-scale data environment.
· Experience working with relational databases (cloud, hybrid or on-prem), data integration, ETL or pipeline processes.
· Hands-on experience with CRM systems or other donor / service delivery systems (e.g. Salesforce, Dynamics, Raiser’s Edge) and implementing data validations there.
· Experience in extracting, transforming, cleansing and presenting data (Excel, SQL, Power Query, BI / reporting tools).
· Proven ability to work with both technical and non-technical stakeholders to translate data needs and issues.
· Experience working in or for charitable / non-profit / social sector is strongly desirable knowledge of funder reporting, impact metrics, donor / beneficiary data flows.
· Understanding of GDPR, UK data protection laws, information security and compliance requirements.

Desirable
· Experience with data governance frameworks, metadata management, master data management.
· Experience using data quality / profiling tools (e.g. Talend, Aperture, Collibra, Informatica, etc.).
· Experience implementing validation automation, alerts, or exception-handling systems.
· Experience of process re-design or business process improvement in a data context.
· Experience in training or coaching staff on data practices.



Knowledge & Competencies

Essential
· Strong understanding of data management principles, best practices, data architecture and data lifecycle.
· Deep awareness of data governance, stewardship, ownership models and how these embed in an organisation.
· Knowledge of data quality frameworks, common metrics (e.g. completeness, accuracy, consistency, timeliness, validity).
· Solid grasp of legal, regulatory, and ethical frameworks for data privacy (e.g. GDPR, Data Protection Act) and information security.
· Analytic mindset, attention to detail, and ability to spot anomalies or inconsistencies.
· Good communication skills: ability to explain technical / data issues in clear language to non-technical staff.
· Proactive, self-motivated, able to prioritise multiple demands and deadlines.

Personal Attributes
· Strong collaboration skills; ability to build trust and influence cross-departmentally.
· Resilience and tenacity: ability to follow through on fixing complex data issues.
· Continuous learner: stays current with emerging best practices in data governance and data quality.
· Ethical mindset and high integrity with sensitive or personal datasets.
· Excellent organisational and documentation skills.


Accountability, Scope & Relationships
· Reporting to: e.g. Head of Data/Governance, Head of Insights, or equivalent senior lead.
· Liaises with: IT / Data Engineering, Programmes / Operations, Fundraising / Impact / M&E, Legal & Compliance, external auditors, vendors, data stewards.
· Authority / decisions: Within defined protocols, ability to enforce or flag data issues, propose improvements, escalate as needed.

Indirect influence: May not have direct reports but acts as a de facto steward or advisor to teams on data practices. We’ll class this as a role with *teeth* so recommendations and findings can be backed up and effectuated by senior management. 

Budget / resources: Not necessarily budget accountability, but may influence procurement of tools, training, or consulting as needed.
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